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Administrators’ Guide to the Database Builder (DRAFT)

1 Introduction

1.1 Purposes of this Guide

This guide has been designed to provide the system integrators and administrators with the information needed to configure the Database Builder software, and the information needed to maintain the system.

1.1.1 Documents and other Resources

Resources useful for the setting up, administration and use of the system include:

· The Database Builder Planning Workbook—explains the planning steps required before  setup is started

· The Database Builder Administrator’s Guide—this manual

· The Database Builder User’s Guide—provides a step by step guide for those who will be entering data into the system and includes a glossary of terminology

· The online Help system linked from within the Database Builder software

· The Database Builder Multimedia Training CD-ROM—provides training and tutorials for using the software (in development)

1.1.2 Intended Audience 

This manual is divided into two main sections: Setup and Administration. The setup section is written for a technical audience: the individual or group of individuals that will be in charge of installing (see Chapter 2), setting up, configuring and testing the installation of the DbB system. Assumed qualifications for the administration staff are: a good understanding of networking protocols and services; ability to set up and maintain database, web, firewall and local area network servers; ability to plan for and implement a backup system for databases. 

The administration section of this manual is written for the individual(s) in charge of maintaining the application setup and reviewing requests for additions or changes in the system. Assumed qualifications for the position include computer technical skills as well as management, statistics and prevention domain knowledge. Computer technical skills include:

· Ability to use software such as Microsoft Excel, word processing software, and general ability with web-based systems;

· A working knowledge of databases and database systems is highly recommended, including understanding of terms such as “records”, “fields”, etc. Experience can be with Microsoft Access, or any other database system; and

· An understanding of how to download, upload, and manage system files.

Statistical knowledge should include:

· “Statistics 101” background, including understanding of the concepts of mean, median, standard deviations and statistical significance;

· An understanding of sampling techniques and their applicability to the statistics gathered within the system;

· An understanding of how to synthesize, analyze and present data collected by the system, including knowledge of how to deal with outliers, incomplete records and data sets for which the basic statistical tests are not met;

Domain knowledge include:

· An understanding of current research findings;

· Knowledge of how to locate findings and to obtain general population statistics for comparison purposes; and

· An understanding of the domain relevant goals and priorities of the Federal agency, State agency and local organizations involved in the current effort.

Management skills include:

· An understanding of roles and responsibilities for individuals and departments within the organization;

· A working knowledge of how to motivate others to complete tasks required for the database to be used effectively; and

· An ability to communicate clearly the findings from the database system, present written reports, and knowledge of confidentiality issues related to the datasets and findings from the system.

1.1.3 Conventions Used in this Document

In this document, screen shots from the software are included in each step in order to make it easier to understand the instructions provided. Note that at times these screen shots will vary slightly from the current version of the software. They are intended as illustrations only.

In places were data entry examples are provided, the type face used in the document is courier, e.g.: Type in your user id: sysadmin. When a button is described, it is in quotes. e.g. Click the “Continue” button.

2 System Setup and Configuration

2.1  Hosting Options

The Database Builder software may be installed on a machine located at your facility and administered by your own staff (Local Hosting) or it may be installed on a machine located at Macro and administered by your own staff (Remote Hosting). Remote hosting is appropriate for organizations that are testing and planning for their own server setup at a later date. It is also possible to host the software with commercial hosting services that have system configurations the meet the minimum standard for the software.

2.1.1 Local Hosting

For instructions on downloading and installing the software onto your own server, contact sps-mis-support@qrc.com for the most current specifications and instructions.

2.1.2 Remote Hosting

Macro offers the option of hosting the Database Builder software on one of their servers. If this option is chosen, Macro technical staff will install the software and perform the initial setup and configuration for you. For more information on this option please contact sps-mis-support@qrc.com.

2.2 Setup and Configuration

2.2.1 Sysadmin User

Include the instructions that the user “sysadmin” with password “password” is to be set at the system root so that the instructions for administration will work.

3 Administration of the Database Builder

3.1 Logging In
When the software is first installed on your system, a default system level user for the system is created: “sysadmin” with password “password”. Verify that this user is set at the system root (see section 2.2).

1. Log on to the Database Builder data tool, click the mouse in the Login field and type in your User ID. Click in the password field and type in your password. Note: User IDs are not case sensitive, but passwords are.  
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2. You will now see the main menu for the Database Builder. Click on the “System Admin.” tab to get to the Administration menus, then on the “Users” link.
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3. Select the sysadmin user from the list and click on the “Edit Item” button in the same row as “System Administrator.”
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4. Change your password. It is extremely important that the password for the System Administrator be secure, as you cannot underestimate the damage to the system if someone logs in and makes malicious changes with system level access. You should always use a highly secure password (non-dictionary words, nothing that someone could guess like your birth date, and include mixed upper and lower case letters and numbers.) Change your password often and do not leave it written anywhere it could be found.
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3.2 Understanding the Terminology and Iconography
To use the Database Builder, it is essential to understand the terminology and iconography used in the system. There is a simple map to the common icons on the home page of the site:
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Key terminology related to the data systems include:

ITEM: A single statement, query or stem choice that the respondent will answer in a defined way. For example, a statement item might be "I have made a final decision to stay away from marijuana." The participant must then pick one of the three possible responses: "True," "False," or "I Don't Know." A stem item example is “When I smoke a cigarette, I…” with choices “…wish I could quit.,” and “…enjoy the experience.”
MEASURE: An ordered group of items, or sometimes a single item (such as "age"). Some measures may have psychometric properties of interest to the outcome of the evaluation. Others will be used to collect other data, such as demographics, cohort or grouping data, and other values of interest to the evaluation. Many pre-defined measures used in prevention research have been included in the Database Builder.

INSTRUMENT: A group of measures, arranged in a definite order. The instrument would correspond to the questionnaire or survey packet that is administered to a group of respondents.

RESPONDENT/SUBJECT: Someone who provides responses (respondent) or about whom responses are provided (subject) to items in an instrument.

CASE: A complete set of data collected from or about an individual respondent or subject.

COHORT: A group of individuals who share some common characteristic or experience (e.g., a birth cohort, a classroom). Because individuals may be members of several cohorts, it is critical that the defining characteristic of the cohort be made explicit.

MEASUREMENT POINT/PERIOD: A point in time where a specific instrument is administered to one or more respondents/subjects in a specific cohort.  The measurement point may be a specific date or time (point), or may be an open-ended range of dates (period).

RESPONSE: The response to a specific item that was posed to a specific respondent at a specific measurement point (or during a specific measurement period). Item responses are coded as variables in the software, and are used in data analysis.

MEASUREMENT SERIES: A group of two or more measurement points/periods occurring in a specific order. The measurement points reflect a common cohort, but need not use a common instrument. For example, a measurement series may be composed of three measurement points: a pre-test, a post-test, and a follow-up. Longitudinal studies (following the same group over time), repeated measures designs, cross-sectional and time series designs all make use measurement series data within the Database Builder tool for tracking.

USER: Any person that has an individual login (account) on the Database Builder system.

USER GROUP: A named collection of users with a defined set of permissions. User Groups are created with a set of default permissions before individual users are added to the group.

3.3 Creating Security Levels

Under the “System Admin.” tab click on the link for “Security Levels.” The System Administration/Security Levels screen allows authorized users to create security levels. Security levels are used to allow or deny access to objects (datasets, instruments, information) within the system. Note that:

· An instrument has one and only one security level associated with it.

· A measure has one and only one security level associated with it.

· A cohort has one and only security level.

· A measurement point requires a security level, an instrument and a cohort.

· A measurement series requires a set of measurement points.

· A user is associated with one and only one user grouping.

· A user is associated with one or more security levels.

· A user grouping specifies what access is given for each type of resource (data, reports, administration, measures and instruments, evaluation plans.)

· Each cohort, instrument, measure and measurement point are associated with specific users, each given permissions of read/write, read-only, no access, input-only or use implicit. If the system administrator does not specify settings on a user-by-user basis for these cohorts, instruments, measures and measurement points, then the implicit setting are used (that is, the user the settings that are implied by the group and security level that user belongs to.)

The security system checks three things to determine what a user's permissions to an object should be:

1. The system checks if the user created the object. If so, the user is the object's owner and has read/write permissions to the object. If the user is the object's owner, the system doesn't check [2] and [3] below. 

2. If the user is not the object's owner, then the system checks explicit permissions. If an explicit permission is set for a user on an object, the system doesn't check [3] below. 

3. If the user is not the object's owner, and no explicit permission is set on this object for the user, the system checks "implicit" permissions, which are defined by the user's relative positional relationship to the object in the security hierarchy. 

3.3.1 Implicit Permissions

Each user and each object are assigned to security levels. A user's implicit permissions on a given object are determined by the user's security level in relation to the object's security level. The default security levels, which cannot be changed but only added to, are laid out as follows:

· Security Root*

· Transfer*

· System*

For the purpose of explanation, let's say that the following security levels are set up by a state (note that the built-in levels are marked with asterisks):

· Security Root*

· Shared Root Objects

· State

· Shared State Objects

· State Health Care 

· State Health Care Objects

· Community Health Care

· Community Health Care Objects

· Transfer*

· System* 

To this set up (and the users and objects associated with it) the following rules are applied:

Rule A: No Access

If user does not have an ancestor or a descendant relationship with the object, and they do not own the object, and they are not at the same level, then no access is granted.

Rule B: Input Only

If the requestor's level is a descendant of the object's level (i.e., State Health Care is a descendent of State), then the requestor has input only permission (i.e., State Health Care has input only permission on items at the State level). In general, this permission allows the requestor to insert data records, but may not view or modify data objects belonging to others.

Rule C: Read Only

If the requestor's level is the same as the object's level, but the requestor is a different login user than the owner, then the requestor has read only permission. Login users with read only permission may read or view the data object, but cannot modify it. This would be the case for multiple users at the Security Root level. Whoever created the items under the root level (i.e., State) would have all access to those items. The other users at the Security Root level would only have read permission. The point here is that several people can be working on the same project, but not necessarily have read/write access to each other's work.

Rule D: Read/Write Edit

If the requestor is the same login user as the object's owner, the requestor has full read/write access to the data object, regardless of the security level relationship. If the object's level is a descendant of the requestor's level (note that the object and the requestor are not at the same level), then the requestor also has full read/write access to the data object as well.

Implicit Permissions Example

Applying the rules above to the example security hierarchy yields the following implicit security:

Putting all of the objects in the Shared Root Objects level allows them to be accessed on a read/write level by any user at the Security Root level, no matter which user created them per Rule D. Note here that no other users at other levels (i.e., State, State Health Care) would have any access to those items per Rule A since Shared Root Objects and State are on the same level.

Putting all of the objects to be shared by State users at the Shared State Objects level would allow them to be accessed (read/write) by any user at the State level, no matter which user created them per Rule D. Associate "users" with the State level and "objects" with the Shared State Objects level. All State-level users would have read-write access to those objects via Rule D. Also note that by putting State Health Care and Community Health Care on the same level as Shared State Objects, users at those levels will not have any access to objects in the Shared State Objects level (per Rule A).

For a given sub-state-level institution, for example State Health Care, associate the "users" with the State Health Care level and the "objects" with the State Health Care Objects level. This way any user associated with the State Health Care level automatically has read-write access to any object at the State Health Care Objects level. Community Health Care users will not have access to any State Health Care objects, State users will have read-write access to both Community Health Care Objects and State Health Care Objects, as will Security Root users. Finally, State Health Care users will not have access to objects in Shared State Objects or Shared Root Objects per Rule A (e.g. State Health Care is neither a descendant nor an ancestor to Shared Root Objects or Shared State Objects).

The security level settings are explained in less technical detail in the Database Builder Planning Workbook. Before setting up the security levels, decisions need to be made and a plan developed so that the hierarchy of permissions is most efficient for the groups and data sets that you will be hosting on your system. Once you have obtained a chart of the permissions, entering them into the system is straight forward:

1. Select the “Security Levels” from the “System Administration” menu.

2. Click on the “Add” icon in the same line as the security level for which you want to add a new sublevel. For example, to add a new sublevel to Security Root:
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3. Fill in the information requested and click “Save.”
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3.4 Administer Users and User Grouping

The administration of users consists of creating user groupings and individual users. Individual users are assigned to groups, and the access granted to that group for the various features of the system are granted to the user assigned to that group. 

3.4.1 Administer User Grouping
In the System Administration section of the software, click on “User Grouping” to administer this portion of the software. It is here that you will create “classes” of users with various levels of access to the system. A user group defines which program features can be accessed by users belonging to the group. If a user is restricted from a program feature by their user group, they cannot access the feature at all - even if they would otherwise have access to data via that feature.

There are two default user groups: a "system" group that provides full access to all tools and features, and an "inactive" groupthat provides no access to any features.

Each group has a name and a set of tools for which feature permissions can be set. There are three levels of permissions: disabled, view, and full. The default setting is disabled.

Disabled—The user does not have access to the disabled tool at all. It will not appear on their menus or options.

View—The user can call up or view data, but not be able to change data. Save or update features are disabled.

Full—The user can perform all functions and activities, including the ability to save or update data, within the tool.

1. Select “Create New User Grouping” from the User Grouping page of the System Administration tab.
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2. Select Disabled, View or Full for each of the features of the system for that grouping.
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3. Click the “Save” button to store the settings. You should see the changes in the chart that is displayed:
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Administer Users
In the Users module, users are added, modified, and deleted.  For each user there are three sections: Identity/Login Information, Contact Information, and Security Categorization. 

1. Select “Users” from the System Administration menu. Click “Create New User” to create a new user, or “Edit” next to a user name to edit the user information.

2. Each user will require the following information:
Full Name is required for each user. This name will normally be the full or legal name of the user, and does not need to be unique. The maximum length is 120 characters.

Login ID must be unique to each user. The maximum length is 16 characters.

User Grouping is required for each user. 

A Password is required for login. The password does not need to be unique. In the login view, the password being entered is hidden. The password must be at least six characters long and must include at least two of the following: lower-case letters, upper-case letters, numbers, or punctuation. The maximum length is 16 characters.

Notes, which is optional, may be entered for each user. The maximum length is 4000 characters.

3. Enter in the user contact information.

4. Select the appropriate security levels for the user. The level of security is required for each user. A user may be assigned to more than one security level. 
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3.5 Manage Measures and Instruments

Measures and instruments are the “building blocks” used for data entry and retrieval in the Database Builder system. A measure is a set of items, while an instrument is a set of measures. You will need to have your security levels set before you begin building measures and instruments, as they are defined at specific security levels.

3.5.1 Manage Measures
A measure is an ordered group of items, or sometimes a single item (such as "age"). Some measures may have psychometric properties of interest to the outcome of the evaluation. Others will be used to collect other data, such as demographics, cohort or grouping data, and other values of interest to the evaluation. 

As the System Administrator, you will be able to create new measures throughout the system. You can grant or deny the capability of creating new measures to individual users and groups. Depending on a user’s permissions, he or she may be able to create new measures for  use by self or others in the same group, transfer existing measures from the main Measure and Instrument repository, or make copies of existing measures and modify them according to specific needs. The help file will direct users to ask the System Administrator for access to this capability.

Each measure requires the following information:

Abbreviation—The abbreviation is a short text string as a short representation of the measure. The abbreviation may appear in data downloads, or in locations where the measure needs to be expressed in compact form. The maximum length is 16 characters.

Name—The name is used to identify the measure, and is what appears on most on-screen displays of the measure, or as a section title when measures are combined into instruments. It can be up to 120 characters in length.

Status—Draft status indicates that the measure is still being worked on. Final status means that the measure is ready for use.

Security Level—Each measure must be associated with one (and only one) security level. This level determines the permissions for the measure.

Description—The description provides additional information about the measure, such as the measure's author, date of its creation, original purpose or intent, previous publication citations, and so forth. The measure description may be up to 6000 characters in length.

Category—Each measure may be categorized or grouped with like measures. Select a category from the available list, or create new categories as needed.

Measure Descriptors—In addition to the pre-defined standard information fields listed for each measure, you may create additional descriptors to better define your measure. These descriptors are defined on an application-wide basis, not measure by measure.

Transfer Measures—Suppose the user needs to copy a measure called "Student Demographics" from the Measure and Instrument repository. While in the Measures module, the user will click on the "Transfer Measures" link. A framed window opens, with a search form for measures from the main Measure and Instrument repository at the top and "return to your previous Database Builder work" link at the bottom.

Select "Student Demographics" from the search results. The measure details will appear on the right side. Note that the Transfer Cart is currently empty. Click on the "Add to Transfer Cart" button. Test the "Transfer Measure(s)" link. You should see the measure, with a list of its items.

Click on the "Transfer to Database Builder" button. A message "Data has been successfully transferred" will be displayed. Click on the "Previous" button and make sure that the Transfer Cart is empty.

Click on the "Exit this resource and return to your previous Database Builder work" link on the bottom frame. You will be returned to the Database Builder. Select Search to verify that the measure was transferred. The transferred measure will have an "X" next to it, since you are the owner and have delete right to it, and "Transferred Copy of" will be appended to the title.

To create a new measure:

1. Click on the “Create a Measure” link in the Measures and Instruments menu.
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2. Enter a name for the measure. If you are planning on working on the measure before making it available, check the “Draft” status button.
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3. Fill in the Security Level, and Description and any other optional fields that have added to your system.
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4. If you are creating a new measure, you will need to add the items that are part of that measure. Click on “Next (Specify Questions)” link.

5. Your planning team will have identified the questions, question text, help text, codebook, variable names and other information required for each of the questions. See the Database Builder Planning Workbook for more information related to this planning process. Fill in each of the questions and click the “Add Question” button.
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6. As you add questions, they will appear in a list on the right side of the screen. You can change the order of the questions in the measure by moving them up and down with the arrows to the right of the question. You can also delete them from the measure here. When done, click on the “Next (Specify Categories)” button.
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7. Select the category to which you want to add the measure:
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8. You will see the list of subcategories within that category. If the category was non-exclusive, as in this example, you will see check boxes and will be able to select more than one subcategory as appropriate. If the category was exclusive, radio buttons will be displayed allowing only one choice to be made. In this case, choose the single subcategory.
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Note: if you are creating an identity measure, you will need to specify the category as Measure Type/Identification Measure for the software to be able to use it in evaluation plans as an identity measure.

9. You can repeat steps 7 and 8 as many times as needed to add the measure to all the categories for which it is appropriate.

3.5.2 Manage Instruments
An instrument is a group of measures, arranged in a definite order. The instrument would correspond to the questionnaire or survey packet that is administered to a group of respondents. As System Administrator, you will have access to all of the instruments, measures and security levels. Depending on how you set the permissions, users will have access to only some of the instruments and may or may not be empowered to create new instruments, transfer existing instruments from the main Measure and Instrument repository, or make copies of existing instruments and modify them according to specific needs. 

To manage instruments:

1. Click on the “Search Instruments” link in the main menu.

2. At this point, you can (a) create a new instrument, (b) transfer an instrument from the repository, or (c) search for an instrument that is already in existence and either copy it, delete it or edit it.
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3.5.2.1 Create a new instrument
1. To create a new instrument, click on the “Create an Instrument” link. Name the instrument or copy an existing instrument to begin the process.

2. Fill in the instrument name. The name is used to identify the instrument, and is the primary field upon which most users will be searching for the instrument. It can be up to 120 characters in length.

3. Select either “draft” or “final” for the status. Draft status indicates that the instrument is still being worked on.. Final status means that the instrument is ready for use.

4. Select the security level. Each instrument must be associated with one (and only one) security level. This level determines the object permissions for the instrument

5. Provide a description. The description provides additional information about the instrument, such as the instrument's author, date of its creation, original purpose or intent, previous publication citations, and so forth. The instrument description may be up to 6000 characters in length. You may also have additional fields, depending on how your system was set up. Click “Next (Specify Measures)” to add measures or edit measures associated with the instrument.
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6. Now, move the measures you need (shown in the left column) into the new instrument that you are creating (shown in the right column). 

To move a measure, click on the check box to the left of the measure name. Click the “Add Selected” button to move the measures to the right side of the page. 

To remove a measure, click on the check box next to the measure and click the “Remove Selected” button.

Move measures up and down in the list to change the order, using the reorder up and down icons next to the measure name.
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When done, click on the “Next (Specify Categories)” button.
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7. Select the category to which you want to add the instrument:
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8. You will see the list of subcategories within that category. If the category was non-exclusive, as in this example, you will see check boxes and will be able to select more than one subcategory as appropriate. If the category was exclusive, radio buttons will be displayed allowing only one choice to be made. In this case, choose the single subcategory.
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9. You can repeat steps 7 and 8 as many times as needed to add the instrument to all the categories for which it is appropriate.

3.5.3 Transfer Instruments and Measures

The Database Builder software have been developed with a large number of measures and instruments already created. These measures and instruments can be copied (transferred) from the repository to the local implementation using the Transfer tool. Shown is the process for transferring instruments, but the same process can be used for measures.

The transfer tool uses a system similar to most online shopping cart systems. You browse for instruments of interest, put them into your transfer cart, and then check out and move the instruments.

1. Click the “Transfer Instruments” link from the Measures and Instruments page.
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2. Either search by keyword (type in the keyword and click “Search”) or else expand by category/subcategory and find instruments of use.
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3. Click on the instrument link next to the sub-category and review the list shown to the right of the category list. 
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4. When you have found an instrument you want to transfer, click on the instrument name in the list on the right side of the page.

5. Check the instrument, then click the “Add to Transfer Cart” button to add it to your cart.
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6. A link on the top right of the screen will show you how many instruments are in your cart.
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7. Click on the “Transfer Cart” link to start the transfer, then on the “Transfer Instruments(s)” link. 
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8. You will be shown a confirmation page before the transfer occurs (giving you a chance to back out), then a response page when the transfer is complete. If the transfer does not get made for a technical reason, the error message would appear on this page. Your technical staff should be able to fix the problem if this happens.
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3.6 Manage Evaluation Plans

Evaluation plans are the structure used within the Database Builder to support various data collection methodologies. For example, your evaluation design may call for repeated measures, using the same instrument, taken at specified points in time over a period of years. Or, your design may require different instruments administered to the same group over time, or the same instrument to be administered to different groups over time. Groupings of respondents/subjects and measurement points and series, needed to support these different types of evaluation designs, are specified in the Evaluation Plans portion of the software.
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3.6.1 Manage Cohorts

Cohorts are a group of individuals who share some common characteristic or experience (e.g., a birth cohort, a classroom). Because individuals may be members of several cohorts, it is critical that the defining characteristic of the cohort be made explicit. To create a new cohort:

1. click on the “Cohorts” link on the Evaluation Plans menu.

2. Click on “Create New Cohort”.
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3. Fill in the appropriate information. 

You will need to fill in various fields of information for each cohort. These fields include:

Abbreviation: a short identifying word or phrase describing the cohort, to be used as headings in tables and charts. 

Name: the more formal name of the cohort, for reports.

Description: a longer textual description of the cohort, used to unambiguously describe the grouping.

Security level: each cohort must be assigned to a single security level, making that cohort available at that level and at every level below that level. 

Numbering option: cohorts are assigned a number to make the data analysis easier. You will want to decide on a numbering scheme for your cohorts:

· No ID numbering scheme to be used

· Use an external numbering scheme (your staff will enter in these numbers manually)

· Use an internal numbering scheme (either randomly assigned numbers or sequential numbering, assigned on the fly by the system as cohorts are added)

If the numbering option for internally generated numbers is selected, the data set will be populated with a set of respondents using the number settings selected. For example, random numbers between 10 and 1000:
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To edit a respondent’s ID value, click on the value. You will be prompted to provide a new value:
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3.6.2 Manage Measurement Points

Measurement points can be added and edited. Each measurement point is associated with a specific cohort. To add a new measurement point, click on “Create New Measurement Point”:

[image: image39.png]SAMHSA/CSAP’s Database Builder User: System Administrator | Logout | §|

Enter/Edit tem eat
Data o dmin. | Instru

Cohorts | Measurement Points | Measurement Series

[ cevlation
Plans

Measurement Point Management: Find Measurement Point to View /Edit @

Create Ney Measurement Point
£l o et s ek sy o B i

Search Start Over





You can search for measurement points by filling in the search fields, as needed.

To edit or add a measurement point, you will need to name the point, add an abbreviation, select the security level, select the instrument, select the cohort, select whether new respondents can be added during the data entry process or only if pre-defined, optionally add the start and end dates for data entry (restricting data from being entered on any date outside of this date range), and optionally add a description.
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3.6.3 Manage Series

Measurement series consist of a set of measurement points. To create a measurement series:

1. Select the cohort for which you want to create a measurement series.
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2. Click on “Create new Measurement Series” (or select a series to edit it).
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3. Fill in a name, abbreviation and description, and select the measurement points that are to be included in the series.
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